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O6HapyxeHue
CUCTEM CKpbITOro
BuaeoHabnoaeHus
Ha OCHOBe AaT4yMKa
rnyéuHbl cmaptdoHa
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Poccuiickuii 20cydapcmeerHblii 2ymanumapHslii yHugepcumenn,
Mocksa, Poccus

B paboTe npeacTtaBsieHbl MaTepuanbl
MccnepoBaHUN, CBA3aHHbIE C NPUMEHeHUeM
BMaeocucteMbl cmaptdpoHa (gaTumka
rny6uHbI) AN8 NOUCKA CKPbITbIX
BuaeoKamep B pas/IM4YHbIX MOMELLEeHUSAX,

B T.4. B Mectax BpeMeHHOro pasmeleHus
(Homepa rocTuHUL, pasaeBankuy,

CasoH aBTOMO6MAA U T. A.), B KOTOPbIX

Yy YenoBeka BO3HMKaeT Nnoao3peHue

O HapyLWeHUU ero IMYHOI o NpoCTpaHCTBa
UAN KOHOMAEHLUNANbHOCTU. [laTumnK
rny6uHbl cMapTpoHa No3BossSeT NOBbICUTb
3¢pPeKTUBHOCTb aBTOMATU3UPOBAHHOIO
NOMCKa CKpbITbiIX BUAEOKamMep no 61mkam
ONTUKMU AN HENOATOTOBJIEHHOr O YesioBeka
M cneuunanncToBs cayxb6 6e3onacHoOCTU.

B ctaTtbe chpopmMynMpoBaHbl NpeAsioXeHUs
no npoueaype nposepeHNs nomcka
CKpbITbIX BUAEOKaAMEp U onpepesieHbl
OCHOBHbIe TeXHMUYEeCKNe XapaKTepucTuKkm
3ppekTUBHOro ob6cnegoBaHus.

KntouyeBble ciioBa: MHGOpMaLMOHHAs
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BBEAEHWE
3amuTa uMHbOpMALMHU, OTHOCSIIEHCS K IIepco-
HJIBHBIM JaHHBIM, B BuJe OTO/BUEO MaTepHa-
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Detection of Covert
CCTV Systems Based
on the Smartphone
Depth Sensor

A.S.Yusupovsky, V. V. Grishachev
Russian State University for the Humanities, Moscow, Russia

The paper presents research materials related
to the use of a smartphone video system
(depth sensor) to detect the covert video
cameras in various premises, including the
places of temporary accommodation (hotel
rooms, locker rooms, passenger compartments,
etc.) where a person suspects an intrusion on
his personal security or privacy breach. The
depth sensor of a smartphone makes it possible
to increase the efficiency of automated search
for covert video cameras by optical flare for

an untrained person and security specialists.
The article formulates proposals for the search
procedure for covert video cameras and
identifies the main technical specifications of
an efficient survey.
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INTRODUCTION

Protection of information related to the personal
data in the form of photo/video materials is an
important element in ensuring the private space
security. Any personal information security threats
can occur in various situations. One of such cases
is location of a person in his private space, when he
must be sure of protection against any covert surveil-
lance, for example, being in a hotel room, in public
places with limited visual access, etc. Such threats
can be of great importance for the personal informa-
tion security [1, 2] and result, for example, in the
form of unauthorized publishing of obtained photo/
video materials on social networks and other web
resources.
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JIOB SIBJISIETCSI BKHBIM 3/IeMeHTOM obecrieueHHeM
0e30MacHOCTH JIMYHOIO MPOCTPAaHCTBA. YIPO3BI
MHPOPMaLIMOHHON 0e30MacHOCTH JIMYHOCTH MOTYT
BO3SHHUKHYTb B Pa3lIM4YHBIX CHTyauusax. OZHUM
M3 TaKUX CAydaeB SBISETCS HaXOXKIeHHe dYeso-
BeKa B JIMYHOM IIPOCTPAaHCTBe, KOTJAa OH MOOJ-
>keH OBITh yBepeH B 3alIMIIEHHOCTH OT CKPBITOTO
HabnioneHusi. HampuMep, HaxoxAeHHe B HOMepe
TOCTHHIIBI, B OOIIeCTBEHHBIX MeCTaX C OrpaHHuYe-
HUeM BH3YyaJIbHOTO JOCTyma MU T.J. IlomobHBbIe
yrpo3bl MOIYT HMeTb Ooyiblloe 3HAYeHHe [
MHOOPMALIMOHHON 6e30IMacHOCTH JTUYHOCTH [1, 2]
U NPOSIBJSTBCS, HAIPUMEpP, B BUJEe HeCAaHKIIHOHU-
POBAHHOI0 pa3MellleHUs MTOJy4eHHBIX GOTO/BUIEO
MaTepHasoB B COLIMA/JbHBIX CeTAX U Ha JAPYTHX
MHTepHeT-pecypcax.

[IpobreMa HHPOPMALMOHHON 6€30aCHOCTH
JTUYHOTO IPOCTPAHCTBA 4Yel0BeKa obecreunBaeTCs
He TOJIBKO TOCYAApCTBOM B BHJe NPUHSTHUS 3aKO-
HOB, PabOTHI CIIelHaIbHBIX CIY>KO U T. ., HO U TeX-
HUYeCKMMHU BO3MOXKHOCTSMH CaMOT0 IPakAaHHUHA.
ObecneunBammue HHPOPpMAIIMOHHYIO Oe3omac-
HOCTb IMYHOCTHU TeXHHUUYeCKHe YCTPOMCTBA JOJIKHBI
OBITH 9)PEKTHUBHBI, SKOHOMHUYECKH U TeXHHUYeCKHU
IOOCTYIIHBI A/ KOKOOro YeoBeKa. B coBpeMeHHOM
ob1iecTBe TAKUM YCTPOMCTBOM SIB/ISIeTCSl CMapTdOH,
KOTOPBIM BBIIIOJIHSIET IIHPOKUM Habop OYHKUMH -
0T KOMMYHHKALMOHHBIX [0 Pa3BIeKaTelbHBIX
BO3MOXHOCTeH. CMapTdoHBl obnamarT Habopom
JATYHMKOB, KOTOpble MOKHO MCIIO/Ib30BaTh, B TOM
yucie U mis obecriedeHust HHGOpMALIMOHHOU be3-
OIaCHOCTH TUYHOCTH.

Ecniu 3a obecrmedeHHe 3aIlUTBl BH3Yallb-
HOM MHQOpMallMM Ha FOCYLAPCTBEHHOM YpOBHe
U ypoBHe OONBIIMX KOMIIAHHUM OTBEYAIOT CIy>KOBI
6e30MaCHOCTH C MIMPOKUMH TeXHHUYECKHMH M IIpa-
BOBBIMH BO3MOKHOCTSIMH, TO [/ OTHEIbHOTO
yejoBeKka, HeOONBLIION KOMIIAHUM KOHQUIEHIIU-
aNbHOCTh obecredyrBaeTCsl HCKIIOYHUTENIbHO JTHY-
HBIMU IPeJOCTOPOKHOCTSIMH B IMOBeJeHUH U Pas-
pelIeHHBIMU OO6INeOCTYyIIHBIMH TeXHHUYeCKUMH
yCTporcTBaMHU. [logo6HbIe OTPAaHHUYEeHHUS IPUBOIST
K IIOMCKaM Haubosiee 3¢PeKTUBHBIX K JOCTYIIHBIX
TeXHHUYeCKHUX pellleHHUI, KOTopble He 06peMeHSIOT
yejoBeKka He B QMHAHCOBOM IIJIaHe U He B APYTHX
BO3MOYKHOCTSX.

TEXHUYECKASA PA3BEAKA U 3ALLUTA
BU3YA/IbHON MH®OPMALLUU

CkpbITOe BHIeOHabnoJeHHe B TeXHHUYECKOHM pa3-
BeZlKe MOXKeT IIPOBOAUTHCS C IOMOIIBIO BHAEOKA-
Mep Pa3IUYHOIO Ha3HavdeHUs [2, 3]: oT monp3oBa-
TeJNBCKUX Beb-KaMep [0 CHEeLIUANbHBIX CKPBITHIX

The issue of information security of a personal pri-
vate space shall be resolved not only by the state in
the form of passage of various laws, provision of spe-
cial services, etc., but also by the technical capabili-
ties of the citizen. The technical devices that ensure
personal information security must be efficient, eco-
nomically and technically accessible to every per-
son. In the contemporary society, such a device is
a smartphone performing a wide range of functions
from any communication to entertainment capabili-
ties. The smartphones have a set of sensors that can
be used, among other things, to ensure personal
information security.

While the security services with powerful techni-
cal and legal capabilities are responsible for ensuring
the visual information protection at the state level
and at the level of large-scale companies, then confi-
dentiality for an individual or a small company shall
be maintained exclusively by personal precautions
and allowable generally available technical devices.
Such restrictions lead to the search for the most effi-
cient and affordable technical solutions that do not
burden a person financially or in other ways.

TECHNICAL INTELLIGENCE AND VISUAL
INFORMATION PROTECTION

The covert video surveillance in the field of techni-
cal intelligence can be performed using video cam-
eras for various purposes [2, 3]: from any custom
web cameras to the special covert video cameras
camouflaged as the ordinary household items. The
small-sized pinhole cameras with an extended pupil,
a typical lens size of less than a millimeter, and
conversion of an optical image into an electronic
or digital signal in the silicon CCD matrices and
open (broadcasting) or closed (cable) transmission to
the recording system are used in the indoor covert
CCTV systems at the short distances (up to tens of
meters).

The countermeasures against the visual intelli-
gent systems using the covert CCTVs can be divided
into two types, related to their functioning:

1. Covert video surveillance countering measures
based on the detection of electromagnetic radi-
ation (EMR) of a running video camera (2, 5]; by
searching for the electronic elements by non-
linear location using electromagnetic radiation;
as well as neutralizing the system’s electronics
by electromagnetic interference or destruction
by an electromagnetic pulse. This method has
its own limitations related to performance of
the activities using special equipment that is
not always available.
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BUI€OKaMep, 3aKaMy(IHUPOBAHHBIX IIOJ OOBIY-
Hble IpegMeThl obuxoma. B cucTeMax CKPBITOTO
BUJIeOHAOMIONeHUS B IOMEIeHHUsIX Ha HeGOMbIINX
PaCCTOSIHUSX A0 OeCITKOM METPOB HCIIOIb3yIOTCA
ManorabapUTHBle NMHUHXOIbHBIE (0T AHTIHICKOTO
pin-hole, T.e. 6ynaBouHOe oTBepcTHe) KaMephl
C BBIHECEHHBIM 3PauKoM, XapaKTepHHIM pa3Me-
poMm 0b6beKkTHBa MeHee MUJUIMMeTPa, IpeobpasoBa-
HHeM B KpeMHHeBbIX [13C-MaTpUIlaX ONITHYECKOro
n306paskeHUsT B 3JeKTPOHHBIM aHAJIOTOBBIM HJIU
LU(POBOM CUTHAJ U OTKPBHITON (3QUP) UIH 3aKPhI-
ToU (Kabesnb) mepefgaye B CUCTEeMY perUCTpPaLIUHU.

[IpoTUBOJENCTBHe CHUCTeMaM BH3yaJlbHOH pas-
BeJKM MeTOAOM CKPBITOTO BHUJeoHabnomeHuUs
MO’KHO pasfelHTh Ha [Ba BHMA, CBSI3aHHBIE C 0CO-
6eHHOCTIMHU QYHKIIMOHUPOBAHMS:

1. MeToAbpl IPOTHUBOJAENCTBUS CKPBITOMY BHEO0-
Hab/nIoleHUI0 Ha OCHOBe OOHApy>KeHHUS 3/1eK-
TPOMAarHUTHOIO H3/IyYeHHUS (AMH) pa60Ta—
Iolllell BUJeoKaMeprl [2, 5]; myTeM IIoHCKa
3JIeKTPOHHBIX 371eMeHTOB HeJIMHeMHOM JIOKa-
UMer 3JIeKTPOMAarHUTHBIM H3/Iy4YeHHeM;
a Takke HeHUTPAIHU3aLUM PaboTHl 37TeKTPo-
HUKH CHCTeMBbl NOCTAaHOBKaMHU 3JeKTpoMar-
HUTHBIX [IOMeX HJIH pas’pylleHHeM 3/1eKTpo-
MarHUTHBEIM HKMIIYAbCOM. JJaHHBIM MeETO[
HMeeT CBOM OFPaHHUYEHHUS B BHJe CJIOKHOCTH
[IPOBeleHUsI MEPOIPUATHH II0 HCIIO0Jb30Ba-
HUIO CIIeIIHaTbHOTO 060pymOBaHUS, KOTOpOe
He BCerja JOCTYIIHO.

2. B npopmaske HaxoguTCsL meTeKTop Protect K18
(puc. 1), KOTOpPBIH MO3BOJISIeT IIPOBOJUTD CKa-
HHpoBaHHe DMHU s¢upa ot 1 MIL] mo 8 ITrg
M I03BOJISIeT BBIABIAATL PaJlMOKaHasbl CBI3H
C BHEIIHUMM YCTPOMCTBAMU C UyBCTBUTENb-
HOCTbI0 6osee 30 MKBT C 3asiBIeHHOH Majb-
HoCTbIO OT 0,1 M o 15 M. YCTPOMCTBO Maso-
rabapuTHOe, HO He II03BOJSIeT BBHISIBIATH
HeH3/ydaloIHe 3aKJaJK{ C 3alKCbhI0O HA BHY-
TPeHHUI HOCUTe/b HIH Ilepefayuu 1o Kabenb-
HBIM CHCTeMaM. HcHonb30BaHHe TaKHX
CHCTeM B TFOPOJCKHX YCJIOBHSIX OIPaHHYHBA-
eTCsl CJIOKHOM pajuo o6CTAaHOBKOM B OKPYsKa-
IoIleM IIPOCTPaHCTBe.

MeToAbl IPOTHUBOJLENCTBUS CKPBITOMY BHAEOHA-
6100eHUI0 Ha OCHOBe eCTPYKTHUBHOIO BO3JeM-
CTBUS Ha OITHUYECKyI0 CHUCTeMy IIyTeM CH/IBHOM
3aCBETKH B OIITUYECKOHM WU WHpaKpacHoU obna-
CTH creKkTpa SMHU [2]. [JlaHHas MeTonuKa TpebyeT
nubo IMpenBapUTENbHOTO OOHAPYKeHHS OITHKHU
cucteM HabnrogeHus, 1160 U30TPOIHON 3aCBETKHU
BCero IPOCTPaHCTBa, UTO TpebyeT CIIOKHOM oOpra-
HU3AI[UU CIIel[HalbHOro obopymoBaHuUs. Haubomee
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2. The Protect K18 detector (Fig. 1) is commercially
available. It allows scanning of the air EMR
within the range from 1 MHz to 8 GHz and iden-
tifying radio communication channels with the
external devices with a sensitivity of more than
30 W and a declared range of 0.1 m to 15 m.
The device is small-sized, but does not help to
identify non-emitting devices with the internal
media recording or transmissions via the cable
systems. The application of such systems in the
urban environments is limited by the difficult
radio environment in the surrounding area.

Covert video surveillance countering measures

based on destructive effects on the optical system
through significant flash exposure in the optical
or infrared region of the EMR spectrum [2]. This
method requires either preliminary detection of the
surveillance system optical devices, or isotropic flash
exposure of the entire space that needs the compre-
hensive provision of special equipment. The most

E

Puc. 1. lemexkmop npocaywku Protect K18 ¢ 803mM0>KHOCMbtO
CKaHuposaHus 3¢upa
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5bdeKTHBEeH MeTO[, BBISBJIEHHUS CKPBITBIX CHCTEM
BUfeoHAbOMIOMeHUsT MO 61uKaM, GOPMHUPYyeMBIM
IIPY OTPASKEHHUHU ONTHUYECKOTO H3/y4YeHHUSs OT JIMH3
obbexTHBa U [13C-MaTpHUILHL.

OMNTUYECKAS CUCTEMA CKPbITOM
BNWOEOKAMEPDBI N EE OBHAPY>XXEHUE
OcHoBa 71060M CHCTeMBl BHAeOHAOIIOIeHUS
SBJISIETCSI ONTHYecKass CHCTeMa, QOpMHUpYOIas
n3obpaskeHHe OKPYKAIOIIero ITPOCTPAHCTBA Ha
I13C-matpuie (2, 3].

B KkadecTBe OCHOBHON ONTHYECKOH CHCTEMEBI
CKPBITOTO BHIEOHAOTIONEHUS MOXKHO CYHTATh
KaMephl C IMHXOJIbHBIM 00BEKTHBOM (pHC. 2), T.e.
06BbeKTUB C BBIHOCHBIM Ha paccTosiHHe | 3paukom
(1) puameTrpom d (MeHee 1 MM) U XapaKTepPHBIMH | |
rabaputaMy MOPSAKA HECKOABKHUX MM, OIIpeless- 1 f
eMble GOKYCHBIM paccTositHHeM f JHH3BL (2). Bxon-
Hoe OITHYecKoe H3nydyeHHe pokycupyercs Ha I13C-
matpune (3), xKoTopass mpeobpasyeT ONTHUECKHUHN
CHUTHAJ B 3MeKTPHYECKUH CHTHaI (4). Bxomsmiui
CBETOBOM IIOTOK B yIJle 0630pa (¢ UCIIBITHIBAET OTPa-
skeHUs1 OpeHenss Ha QOKYCHPYOLIMX JHH3ax 00B- | Puc. 2. Onmuyeckas 6A0K-cxemMa NUHX0AbHO20 06Bek-
eKTHBa U MaTpHUIH (5), KOTOpble BOCIIPUHUMAIOTCS muea. 1- 8xodHoli 3payok (pin-hole), 2 - aun3a ob6sexmusa,
KaK OIITHYeCKHe OIHKM, T.e. sSpKHe CBETOBble | 3-[13C-mampuua, 4 - 3nekmpuueckue cuzHanbl 6 cucmemy
IISITHA HAa OJHOPOAHOM GOHe B BUAMMOM M IAPYTHX | 06pabomku, 5 - nosepxHOCMU ¢ peHenesckum ompaxe-
YaCcTIX ONTHYeCKOoro crekrpa. OOHApYKUTbh TaKHe Huem, ¢ — noae 3peHus (y2on 0630pa) o6sexkmuea, d - dua-
O7MKHU B BUAKMOM CIIEKTPe JOCTATOYHO CJIOKHO. memp 6x00H020 3paqKa, | - eviHOC 3payka, f - pokycHoe

B KadecTBe IprMepa MOXKHO BBIOpAaTh KaMepy | pAcCMOSHUE AUH3bI
HOyTOyKa 3a 3aIIMTHBIM CTeKaoM (pHuc. 3). B man-
HOM CJIyyae B BUJHMOM CBeTe BHJeOKaMepy MOXKHO
O6HApPY>KUTH I10 KOHCTPYKTUBHON OCODEHHOCTH
3AMUTHON IITOPKM M OTPAKAMIIEM IIOKPBITHH
BOKpyr pin-hole (remHass Touka B CBeTJIOM KOH-
Type Ha IpPaBOM CHHMKe) KaMepsl. IIpH HaKJIOH-
HOM CpeMKHU pin-hole He BUIHO, IpU HOpMaTbPHOM
IaJeHUU — TPYAHO Pa3IHuYKUM Ha TeMHOM QoHe I
Ye/I0BEYeCKOIo I71a3a Jaske IpU OIM3KOM pacIiolio-
SKeHUH B c/ydae HOyTOyka. OITHUYeCcKHe 371eMeHTHI a)
KaMep MAJsi yMeHbIIeHHsS (peHe/leBCKHUX IIOTepPb
Ha OTPa’KeHMSIX IIOKPBIBAIOTCS ITPOCBET/ISIOMMMU
IJIEHKAaMM, KOTOphle YMEHBIIAIT OTpakeHue B 3-4
pasa oT cTaHAApTHBIX 4% [6]. B 0b6BIYHOM CcBeTe
TaKHe II0BEPXHOCTH GOPMHUPYIOT ciaabble OIHMKHU b)
M II03TOMY HX CJI0KHO BHIeTh IJa30M. IIpocBeT-
JIleHHe ONTHKH 3aXBaTbIBaeT LIeHTPAJIBbHYIO 4acTh
BUJMMOIO CIIeKTPa M B MeHBIIeH Mepe BHUIHMMBII
KPaCHBIH CBeT U ellle B MeHbIIIeH Mepe HeBUIHM MBI
MHOpaKpacHBIM CBeT. IIOBBICHUTH Pa3IUYUMOCTh | Puc. 3. Budeokamepa Hoymbyka 3a 3ausUmHbimM CmeKom npu
MO>XKHO IIepei/s U3 BUAUMOM 00/1aCTH B BULUMYIO | PA3AU4HOM HAKAOHE KAMepbl: CéepXy — HOpMaAbHOe, cnpasa -
YacTh KPACHOTO CIIEKTpa, IIyTeM OCBEIleHUsS CHUJIb- | HAKAOHHOE pacnonoxeHue. [luamemp omeepcmus wmopKu
HBIM KPacHBIM CBeTOM M Habilomas ria3oMm uepe3 | Kamepbl 8 Mm
KPaCHBI CBeTOQUIBTP 06J1aCTh C BUIEOKAMEPOH.
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B mpocTeHIUX cHcTeMax obHapysKeHUs 00beKTH-
BOB BH/IeOKaMep MCII0Ab3yI0T MPUOOPHI THIIA AeTeK-
Topa Protect K18 (puc. 1), y KOTOPOro eCTb HeCKOJIbKO
CBETOOHOAHBIX MCTOUHMKOB KpacHoOro csera. Ilpu
HabnIOJeHUN 4Yepe3 KPACHBIM CBETOQHUIBTP B LieH-
Tpe [deTeKTopa o6aydaeMoN KpacHBIM CBeTOM
[IOBePXHOCTH IIPHU HaJMYMU ONTHYECKUX IIOBEpX-
HOCTel OHU QOPMHUPYIOT BUAKMBIE I71a30M OIHKH.
JIaHHBIN CII0COO 3aBHCHUT OT OIIBITA IIPOBEPSIOLIETO
U TpebyeT KPONOTAHUBOM ATUTEIbHOHN PaboThl IpHU
obcnemoBaHUU 6ONMBLUINX MOBEPXHOCTEN. B mpodec-
CHOHAJIIBHBIX OOHAPY>KUTENISX CKPBITBIX BHIEOKA-
Mep HCIIOJb3YIOTCS 6ojlee MOIIHBIE MOHOXPOMHEIE
CBETOOHOAHBIe MCTOUHUKU CBeTa C MaJIbIM YIJIOM
0630pa B HECKO/IBKO TpaZycOB M 31eKTPOHHOHU
CHCTeMOM PeTHMCTPalluM CBeTa, KOTOPhIe II03BOJISIOT
PEerHCTPUPOBATh OTpasKAIOIIKe 06beKTHl Ha PacCTosI-
HHAX B JeCATKU METPOB.

Ilepexon B HeBUAUMYK HMHPPAKpacHYIO 4acThb
CIIeKTpa yBeJIH4YMBaeT QpeHeeBCKOe OTpakeHHe,
He IlepeKphIBaeMoe IIPOCBETASKIIMMHU MIOKPHITH-
SMH, PacTeT HeBUJMMasi I/1a30M SIPKOCTh OnHKa,
IJ1s1 HabMoJeHusT KOTOPOTro HeobXoAuMO HCII0NIb30-
BaTh IIPUEMHUKHU MHPPAKPACHOTO U3JIYUYeHHUS.

BUAEOCUCTEMA CMAPT®OHA

N AATHYHUK TNYBUHDI

PemeHne OOCTYOHOCTH M 3QPeKTHUBHOCTH [
3aI0MTHl JIMYHOCTH OT BHM3yaJIbHOM pa3BeAKH
MOKeT [IaTh COBpeMeHHBble HOCHMBbIe yCTPOMUCTBA,
TaKue KakK cMapToousl [7]. CMapTdoH sBIseTCs
06IIefOCTYyIIHBIM YCTPOMCTBOM € 6onpmum Habo-
POM OYHKIHMOHAIBHBIX BO3SMOKHOCTeH . Bo-IIepBhIX,
3T0O KOMMYHHKAaIlHOHHOe yCTPOMCTBO, IIO3BOJISIO-
[jee OCYILeCTBUTD JIOKAJIbHYIO CBSA3b I10 TEXHOJIOTUU
Bluetooth, Wi-Fi 1 manpHIOK CBSI3b 10 TEXHOJIOTUH
4G/ 5G u T.n. Bo-BTOpBIX, B cMapTQOHAX peanuns3o-
BaHO 60JIbIIIOe YHCIIO CEHCOPOB OT IIpeobpa3oBaHHUSs
ayAuo W BHUEO0 MHPOPMALMU, O0 JATYUKOB QHU3U-
YeCcKHX I0JIel. Bce cCeHCOpPBI MOTYT OBITh BCTPOEH-
HBIMU, BHENIHHMH C IIPOBOAHBIM U OecrpoBof-
HBIM coeJHHeHHeM. JI0601 cMapTGOH MOXKeT 6BITh
HCII0/Ib30BaH KaK BEIYHC/IUTEIbHOE YCTPOKCTBO IJIS
M3MepeHHUs TI00bIX GU3UUeCKUX BEJIMYHUH C IIOMO-
b0 COBCTBEHHBIX M/IM MOAKIIOYAeMbIX CEHCOPOB,
BO3MOKHOCTH KOTOPBIX OTPaHHMYHBAETCS TOJIBKO
MOILIHOCTbI0O HMCTOYHHMKOB IIHMTAaHHUS M BBIYMUCIU-
TeJIbHBIMU pecypcaMi [7].

OnHOM H3 IPOABUHYTHIX CHUCTeM cMapTdoHa
SBJISIETCSL er0 BHJEOCHCTeMa PerucTpaliid U O0To-
6pakeHMs1 BU3yanbHOM MHopMmanuu. Hampumep,
Samsung Galaxy A22 (puc. 4) mMmeeT IATh BHIeE-
OKaMep Ppa3lM4yHOro Ha3HayeHHUsd: QpPOHTaIbHasA
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efficient method for identifying covert video sur-
veillance systems is based on the flares developed
when optical radiation is reflected from the objective
lenses and CCD matrix.

OPTICAL SYSTEM OF A COVERT VIDEO
CAMERA AND ITS DETECTION

The basis of any CCTV system is an optical system
forming an image of the surrounding space on a CCD
matrix (2, 3].

The main optical system for covert video surveil-
lance are the cameras with a pinhole lens (Fig. 2),
i.e. alens with a pupil (1) remote at a distance | with
a diameter d (less than 1 mm) and typical dimensions
of several mm, determined by the focal length f of
the lens (2). The input optical radiation is focused on
a CCD matrix (3) that converts the optical signal into
an electrical signal (4). The incoming light flux at the
viewing angle ¢ is subject to the Fresnel reflections
on the focusing lenses of the objective and matrix (5)
that are perceived as the optical flares, i.e. bright
light spots on a uniform background in the visible
and other regions of the optical spectrum. Such flare
detection in the visible spectrum is quite difficult.

Puc. 4. Budeocucmema cmapmeoHa Samsung Galaxy S 20+.
1-10 MIT ¢ppoHmanbHas kamepa, 2 - 12 MI yabmpawupo-
Koy20nbHas kamepa, 3 =12 MIT wupoKoy201bHAS1 OCHOBHAS
Kamepa, 4 — 64 MT1 mene/pomo Kamepa, 5 - kamepa 2ny-
OUHbI C UHPPAKPACHBIM Ad3epOM
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KaMepa s cendu, Kamepa MaKpOCheMKH, YIbTpa-
IIMPOKOYroAbHas Kamepa [AJsi CheMKH O1H3Kopa-
CII0/I0’KeHHBIX 60/1bIIHX 06beKTOB MJIM ITAaHOPAMHOMH
CbeMKH, OCHOBHAas Kamepa OIS BBICOKOKAYeCTBEH-
HBIX IIOPTPeTHBIX doTorpaduil, Kamepa IIyOHHEI
IU1 IIOBBIIIEHHS Pe3KOCTHU KaZpa U APYIHUX LieJleH.
KpomMe oTMeUYeHHBIX KaMep, BCTPaUBaKTCS KaMephl
IJ1sL HOYHOM CbeMKH, 4epHo-besible KaMephbl U JIPy-
rvue, KOTOpble MOTYT ObITh BHEIIHHMHM, TaKHe Kak
TeIVIOBU3MOHHBIE KaAMEPHI.

B cmaprdonax coszmanHue 3D wm300paskeHHUS
IIPOU3BOAHUTCS C IOMOINBI CTEPEOCKOMHYECKHUX
CHCTeM BHJEHHS Ha OCHOBe [IBYX KaMmep (cTepeos-
peHHe); CTPYKTyPHPOBAHHOIO OCBellleHUsI MHdpa-
KpacHBIM H3/Iy4eHHEeM B BHJe pacIpeleneH-
HOTO B IPOCTPAaHCTBe mabsoHHOro Habopa Touex,
JTUHUH, [0 HCKPHUBJIEHHUSM KOTOPBIX OIpenens-
eTcsi o6beMHas CTPYKTypa 06BbeKTa (CTPYKTYpPHPO-
BaHHBIM CBeT); B IIOC/Ie[Hee BpeMs, B MOOU/IbHEIe
ycTtporicTBa iPad Pro 2020 BcTpauBaeTcs AHLAP-
Hble cucTeMbl. Haubonee s3dpdexTuBHEL A1 dHop-
MHPOBAHUS 00BEMHOr0 HM300paskeHHUS SIBISIOTCS
DaTuuKU rnybuHbl (TOF-CeHCOPBI OT aHITMHCKOTO
Time of Flight - Bpems monera, BpeMmsmpoier-
Hble KaMepbl, ToF-kamepbl, KaMepbl ITy6HHBI),
KOTOpble HCIIONb3YITCA [/ HU3MEpeHHs PpaccTo-
SHUS, PacCIo3HaHUS >XeCTOB U JIMI,, CO3L4aHHSA
3D-monener 0oOBEKTOB, AATUMKA NPUOIMKeHHUS
U B JPYTrHUX Ha3HAYeHHUAX (8, 9, 10].

=

As an example, it is possible to use a laptop cam-
era under the protective glass (Fig. 3). In this case,
the video camera can be detected in the visible light
by the design features of protective shutter and
reflective coating around the camera pin-hole (dark
dot in the light outline on the right figure). In the
case of oblique shooting, the pin-hole is not visible,
but in the case of ordinary light incidence it is diffi-
cult to distinguish against a dark background for the
human eye, even it is located at the close distance
(a laptop). To reduce the Fresnel losses related to the
reflections, the camera’s optical elements are coated
by the antireflection films that reduce reflection
by 3-4 times in comparison to the standard value of
4% [6]. In the case of ordinary light, such surfaces
form weak reflections and are therefore difficult
to detect with the eye. The antireflection coating
relates to the central region of the visible spectrum
and, to a lesser extent, visible red light and, even to
a lesser extent, invisible infrared light. It is possible
to increase observability by moving from the visible
region to the visible red spectrum part, by illuminat-
ing with intense red light and observing the area
with a video camera through a red color filter.

The simplest detection system for video cam-
era lenses includes the devices such as the Protect
K18 detector (Fig. 1) that has several LED red light
sources. When observing a surface irradiated with
the red light through a red color filter in the detec-

aTuuK rnybuHBI (ToE-
KaMepa) OQYHKIHOHUPYeT IO
NPUHIUIIYy U3MEpeHUs Bpe-

MeHH PacIpPOCTPaHeHHUS CBETO-
BOTO KMIIyJbCa OT HHOpaKpac-
HOTO Jja3epa [0 OTpakaloIlleHn
mperpagsl U obpaTHO [0 JeTek-
Topa B BuJe MK-kamepel (puc. 5).
B HK-nmasepe (2) maT4hKa Iy-
6unel (1) GopMHUpPyeTCs HAIIpas-

JIEHHOe Ha I/ICCJIe/:[yeMbII;I
00BeKT MOAYJIHMPOBAHHOE OIITH-
Jeckoe H3JIydeHHe, KoTOpoOe

CHUHXPOHHU3HUPOBAHO C paboTon
HK-kaMepoil (3). OTpaskeHHOe

W
——

OT pasjIu4HBIX 06BeKTOB (6, 7, 8)
OIITHYeCKHe u3nydeHHe (4, 5)
PETUCTPHUPYETCs C 3a[epP>KKOI BO
BpeMeHU MK-kamepon. [IUTeNb-
HOCTb 3aCBETKH JIa3epPHBIM K37y~
YeHHUeM COCTAaB/IseT HeCKOIbKO
HAHOCEKYHJ, 4YTO II03BOJIsIeT
perucTpupoBaTh Ga3oBBIM COBUT

Puc. 5. [MpuHuun GyHKUUOHUPOBAHUS 0amMUuKa 2AyOUHbI. 1 - 0amyuK 2AyOuHbI,
2 - UK-nasep, 3 - IK-kamepa, 4, 5 - x00 Aa3epH020 ny4d, 6 — Kamydaupytouiee
npensimcmeaue, 7 — CKpblmas kamepa ¢ NUHX0AbHbIM 06BeKmuom, 8 — ompa-
xarouyue cgem onmuyeckue nogepxHocmu, L — paccmosiHue 0o npensimcmausl,
| = 8bIHOC 3payka Kamepsbl

OTPa’X€HHOTI'0 H3JIy4eHHs C MHIJI-

PHOTONICs vOL. 17 N28 2023 643



JTUMeTPOBOK TOYHOCThIO. IIpu 06paboTKke BpeMeHHU
3a/lep>KKHU (IIpoJIeTHOro BpeMeHU) dopmupyercs 3D
1306paskeHHe 30HAUPYeMOro IIPOCTPAHCTBA MyTeM
BBbIJIeJIeHHUS YYaCTKOB C OAMH BPeMeHeM 3aJIepXKKH,
KOTOpOe BBIJIeNIaeTCsl SPKOCTh U IIBeToM. OOBIUHO
HCIIONB3YIOTCSI OTTEeHKH KPacHOro cBeTa - Ooiee
61M3KHe y4acTKU sipue, a bosee ymaneHHBble - 6oie
TYCK/IBIM.

dddexkTuBHOCTE QopmupoBaHus 3D wm306pa-
SKeHHsI KaMepoH [JaT4MKa ITyOHHBI 3aBHCHUT OT
MHTeHCUBHOCTH HK-j1asepa M 4YyBCTBUTEIBHOCTH
MK-KaMepsl, 4eM BbIIIe HHTEHCHBHOCTb 0biyde-
HUs, TeM OoJbllle MHTEHCHBHOCTb OTPaskeHHOIO
CUTHaZa U TeM C MeHblIell IIOTPeUIHOCTh OIpe-
nensieTcst paccrtosiHhe. C yBelHYeHHeM [AaJbHO-
CTH HCCaefiyeMoro obbekTa najaeT MHTeHCUBHOCTD
OTpaskeHHOTo HWK-H3/JIy4YeHUsI, UYTO IIOBBHIIIAET
IIOrPeIlHOCTh H3MepeHHS. C [APYroM CTOPOHEI,
C yMeHbIIeHHeM PAcCTOSHUSA 10 06beKTa yMeHbIIa-
eTcsl BpeMs IIpojieTa U TakKe PacTeT IIOTPeIIHOCTh
ompefeneHUs paccTosiHUS. Cef0BaTelbHO, Y KaX-
[Oro JaT4yHKa Iy6HuHBI KMeeTCs CBOsI 0671aCTh IIpo-
CTPAHCTBA I10 PACcCTOSHUIO, Ha KOTOPOM OH Haubo-
nee 3¢pdexTUBHO paboTtaer.

JbdbekTUBHOCTD GOPMUPOBAHUS OTKIHKA OT 06B-
eKTOB B BHUJe OTBePCTHH C MaJIBIM OTPa’KaIOIUM
OYaMeTpoOM M MaJIoN ITyOHMHOM, TaKHUX KaK CKpPBI-
Tasi KaMepa C MHHXOJbHBIM 00beKTHBOM, 3aBHCHUT
oT mons 3peHus (yriaa o63opa) orBepcThs (06BeK-
ThBa). TONMBKO IpHU IOMAJaHHe JIa3epPHOTO H3IY-
YeHHS B Iojle 3peHHUs oObeKTHBa GOpPMHpYeTcs
OTK/IMK, YTO HaKJIaAbIBaeT ellle OJHO OrpaHHYe-
HHUe [151 HabniofeHUs] TaKUX 0OBeKTOB - 3TO yroi
0630pa Hab/110/1aeMOT0 OTBEPCTHSI CKPBITON KaMephl
M HCTOYHHKA JIa3epHOro Hu3nydeHus. CMellleHHe
DATYMKa IyOHMHBI BIOJb HCCIeyeMOM I1OBEPXHO-
CTH JOJDKHO HaXOLUTBCS B IIpelesiax yIIoB o630pa
0bbeKTHBa U J1a3epa.

[IpensiokeHUS IO MCII0JIb30BAHUIO JaTUMKA IIIy-
6uHBI 1715 06HApyKeHHS CKPBITOM KaMephbl IIpef-
jaraeTcss B HEKOTOPHIX paborax [10], B 4acTHOCTH
npennaraercss paspaboraTe mporpaMmHoe obecrie-
YeHHUe I YCTAHOBKU Ha CMapTPOH C AATIYUKOM
rnyOUHBl AJs1 0OHApysKeHHUsI KM306pakeHUs IIOTY-
YaeMbIX OT MaJIblX OTBEPCTHI B BuJe O/IHKOB, T.e.
SPKO BBIPa’KeHHBIX OTPa’keHUM MaJjloro pasmepa,
xopomo HabnogaeMblx Ha o6imieM OJHOPOZHOM
doHe. B aTux paborax He 0OCy>KmaeTcs CBSI3b C TeX-
HUYeCKHUMH IapaMeTpaMU CMapTPoHA, IIO3TOMY
B Halled paboTe fenaeTcsi aKLeHT Ha BO3MOXKHO-
CTSIX JaT4YMKa Iy6HMHB CMapTdoHA M BO3MOXKHO-
CTH MPaKTHU4YeCcKoro obciefoBaHUS IIOMeIleHU I Ha
HaJIMYHe CKPBITEIX KaMep.
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tor’s center, the optical surfaces form flares visible
to the eye (if available). This method depends on the
experience of an examiner and requires meticulous
long-term work when examining the large surfaces.
Any professional cover video camera detectors apply
more powerful monochrome LED light sources with
a small viewing angle of several degrees and an elec-
tronic light detection system that make it possible
to register reflective objects at the distances of tens
of meters.

Transition to the invisible infrared portion of the
spectrum increases the Fresnel reflection that is not
blocked by antireflection coatings. The brightness of
flares, invisible to the eye, is increased, therefore,
its observation requires application of the infrared
radiation receivers.

SMARTPHONE VIDEO SYSTEM

AND DEPTH SENSOR

The up-to-date wearable devices, such as smart-
phones, can provide an affordable and efficient solu-
tion to protect individuals against any visual recon-
naissance [7]. A smartphone is a generally accessible
device with a wide range of functionality. Firstly, it
is a communication device that allows perform local
communication using Bluetooth technology, Wi-Fi
and long-distance communication using 4G/5C tech-
nology, etc. Secondly, the smartphones include
a large number of sensors from the sensors convert-
ing audio and video information to the physical field
sensors. All sensors can be built-in or external with
a wired or wireless connection. Any smartphone can
be used as a computing device to measure any physi-
cal quantities using its own or connected sensors,
the capabilities of which are limited only by the
power supplies and computational resources [7].

One of the advanced smartphone systems is its
video system for visual information recording and
display. For example, Samsung Galaxy A22 (Fig.
4) has five video cameras for various purposes:
a front-facing camera for selfies, a macro (close-up)
camera, an ultra-wide-angle camera for shooting
the close-up large objects or panoramic shooting,
a main camera for the high-quality portrait photo-
graphs, a depth camera for sharpening the frame
and other purposes. In addition to the cameras
noted, there are some built-in cameras for night
photography, black and white cameras and others
that can be of external nature, such as the thermal
imaging cameras.

In smartphones, 3D images are created using
the stereoscopic vision systems based on two cam-
eras (stereo vision); structural light projection by
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NMPAKTUYECKOE MOAE/IMPOBAHWE
OBHAPYXEHUA BUAEOKAMEP
CcnomMouwbto AATHNKA TITYBUHDI
CMAPT®OHA
[IpaKkTHUYecKHe HCCIIefoBaHUs paboTsl 0 obHapysKe-
HUIO CKPBITBIX BH/IeOKaMep IIPOBOLMJILCh Ha OCHOBe
cMmaprdona Samsung Galaxy S 20+ co BCTpoeHHOM
ToF-kamepoi DeethVision (puc. 4) [11]. Pabora mat-
YHKa ITTyOHUHBI B peskMe GOPMHPOBAHHUS H306paske-
HUSI OKPY’KAIOLIero MpOCTPAaHCTBA OCYILECTBISLeTCS
C moMouIpio IpunokeHus: mist Android ¢ oTKpEITEIM
ucxogHbIM KosoM ToF Viewer [12], KoTopoe B peskkMe
peasbHOro BpeMeHH OToOpaskaeT Ha AMCILIee CMapT-
doHa monydaemoe BHIeou3obpaskeHHe. Kamepa
DeethVision pabotaer B HeBuauMoM rn1a3y UK aua-
Ia3oHe C COOCTBEHHBIM HCTOYHHMKOM, Ha KOTOPBIM
IPUXOAUTCS MaKCHMaJIbHAss YYBCTBUTEIBHOCTb
KpeMHUueBol I13C-maTtpuusl. PopMupyemas KapTa
r1y6HHBI OTIMYHO BUHA B a6COMIOTHOI TEMHOTe.
[IpakTHUYeCcKHe HCCIeloBaHUS COCTOSIU B JeMOH-
CTpPaIIMH BO3MOKHOCTH 0OHAPY>KUTh KaMepy I10 6/1H-
KaM OINTHKH, OIpeJe/leHHH TeXHHYeCKHX XapaKTe-
PUCTHK AaTYHKA [IyOHMHBI JAHHOTO CMapTdoHa, I
Yero M3roTOBJIeHa MOJeIb CKPHITOM BHUIEOKAMEPSHI,
M Ha OCHOBe IPOBeJEeHHBIX 3KCIIepPHMeHTaIbHbIX
HCC/IeIOBAaHUI ClleJTaHO HeCKOJbKO IIpelIoXKeHUH
10 peaU3allMH Ha IIPaKTHKe 0OHAPYsKeHHUS CUCTeM
CKPBITOTO BU/I€OHAOTIOIEHHUS.

OEMOHCTPALUNA BO3SMOXXHOCTHU
OBHAPY>XEHNA BUOAEOKAMEP
AOATYHUKOM FNYBUHDbI CMAPT®OHA
[TpoBepKa BO3MOKHOCTH 0OHapyskKeHHsI KaMep C IIOMO-
IIBIO JAaT4YMKa INy6HHBI cMapTdoHa 6bLIA OCyIIecT-
BlleHa IIyTeM CKAaHHPOBAaHHUs BebG-KaMep BHeEIIHEH
(puc. 6) u HoyTbyKa (puc. 7). [IpuBefeHHBIe doTOrpa-
buu BBIIIONHEHBI 0OBIYHOM KaMepoH (ceBa) U KaMe-
PO¥I C JaTYMKOM ITyOHHBI (CIIpaBa) IPHU HOPMaIbHOM
PacIloNo>KReHKe Ha PAa3TUYHbBIX PACCTOSHHUSX — Ja/IblIe
u 6mke. Kak BUIHO 1o poTorpadusm B OOBIYHOM
CBeTe Jake IIPU OIM3KOM PACIIONOKEHUHU BBIIEITUTH
00BeKTUB Beb-KaMepsl KaK y BHEIIHeM, TaK U BCTPO-
€HHOH B HOYTOYK KaMep He IIPe[CTaBIISIeTCsI BO3MOXK-
HBIM. JIOTafiaThCs O CYIeCTBOBAHUH KaMep MOXKHO I10
XapaKTepHBIM /151 Be6-KaMep CBET/IBIM II0 OTTEHKaM
KOJIel, BOKPYI BXOZHOIO OTBepCTHsI obbeKTHBA. [laH-
Hble OT/IMYMS BUIHBI 60o/iee OTUETIHBO IIPU OCMOTPE
I71a30M IIPU M3MeHeHHUHU yIJa IpocMoTpa. [Ipu mpu-
6/1HKeHUU K BHEIIHEH Be6-Kamepe MOSKHO PasIMYUTh
IIMHXON 00BeKTHBA. HCIonp30BaHMe KaMephbl C AaT-
YUKOM IJYyOMHBI ITIMHXOJI OOBEKTHBA YETKO BU[EH
Ipu 6/TMKaMIIeM PacCMOTPEHHHU U IIOXO PA3THYUM
IpU yAaaeHUU oT obbekTa. TakuM 06pa3om, MOKHO

i g

Puc. 6. Domozpadus sHelHel 8eb-Kamepbl 8 06bIYHOM
u306paxkeHuU (cAeda) U NOAy4eHHOM C NOMOULbI0 damyuKa
2Ay6UHbI (CNpaea) HA pasHbIX pAcCMOosHUSIX

Puc. 7. ®omozpacgus sudeokamepbl HOYymbyKa 6 06bI4HOM
u306paxkeHuu (cAega) U NOAY4EHHOM C NOMOULbI0 damyuKa
2ny6uHbl (CNpasa) Ha pasHbIX paccMOosHUSIX
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Puc. 8. Modenb ckpbimoli Kamepbi 8binoAHeHHAs! u3 WI-Fl
Kamepbl: cAe8a — UCXOOHBIL U Kamepbl, cnpasa — u3obpa-
JKEeHUS 8 mpex npoeKyusix onmu4eckozo 6Aoka

Puc. 9. 3akamypauposaHHas modenb cKpbimol Kamepbl
8 8ude onmuyecko20 6aoka WI-Fl kamepbl Ha poHe 4epHo20
aucma bymazu

IIOATBEPAUTD BO3MOKHOCTH 06HaPY)KEHI/IH CKprTOI:I
BHIEOKaMEPBHI I10 6/11KaM OT ITHHXO0JbHOT0 06beKTHBA
C IIOMOIIbIO KaMepBhl C aTYHNKOM I'JIY6I/IHI>I.

SKCNEPUMEHTAIbHAA MOAE/NDb
CKPbITON BUAEOKAMEPDI

B KadecTBe KOHTPOJIBHOL BHJeOKaMepbl, MOIeIHPY-
IoLller CKPBITHOE BHU/IeOHab/IIofleH e, HCII0/Ib30Balach
WI-FI kamepa (puc. 8), € Lie/IbIo IIOBBIIIeHH S BHEIIHHUX
aTpUOYTOB CKPBITHOCTH IIyTeM YMeHBIIEeHUS QH3HUe-
CKHX Pa3MepoB K3 KaMepbl ObUT BBIHYT ONTHYECKUMN
610Kk (06BeKTHB ¢ I[13C-MaTpuLiel B KopIryce). ITo
YMEHBIIH/IO Pa3Mepbl KaMepbl IpU IIOJTHOM Hapy-
HIeHHH ee QYHKUHOHAJIBHOCTH. PU3MYecKHe Iapa-
MeTPBI OIITHYECKOro 6JI0Ka OIpefesuIuCh Pa3MepoM
OTBepCTH4 IJ151 BXOLHOH OIITHKH, KOTOPasi COCTaB/Is/Ia
mopsiika 3 MM, IpH obImeM grameTpe LMJIMHIpPHUYe-
CKOM YaCTH OITHYecKoro 610ka KaMepsl 20 MM U TON-
IKHe 24 MM.

KaMmydnupoBaHHe KaMephl IIOf, BHEIIHHUH QOH
IIPOM3BOJU/IOCH C TIOMOIIBI0 YEPHOIo JIUCTa bymaru,
B KOTOPOM IIPOZie/TBIBA/IaCh OTBEPCTHE 107 OOBEKTHB
(puc. 9). YepHbIEt GoH OyMaru CIHBAICS C YE€PHBIM
LIBETOM CaMOH KaMephl, UYTO MOJEIHPOBATIO CKPBIT-
HOCTb pasMelleHMs KaMepsl. IIpu MomeIMpOBaHUU
He CTasula 3ajaud obecrieueHUs] GyHKIIHMOHATBHOCTH
ChbeMKH M II0JIHOE COKPBHITHE pasMelleHHs KaMephl,
T.e. obecrie4nBasoCh TOTBKO YCIOBHOE MOZEIHPOBA-
HUe Impolecca QYHKUMOHMPOBAHUA U pasMelleHHs
CKPBITOU BHUI€OKaMEPHIL.

Bce mocnepyomue 3KCIIepUMeEHTAJIbHbIe HCCIeN0-
BaHMUS IIPOBOAM/INCh Ha ONMMCAHHOM MOJEIbHOM 00B-
eKTe CKPBITOM KaMephl B BHJe 00BeKTHBa, BCTaB/IeH-
HOTO B OTBepPCTHe Ha YepHOM IHucTe Oymaru (puc. 8
u puc. 9).
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infrared radiation in the form of a patterned set of
points and lines distributed in the space, the cur-
vature of which determines the three-dimensional
object structure (structured light). Recently, the
iPad Pro 2020 mobile devices are provided with
the lidar systems. The depth sensors are the most
efficient option for creating a three-dimensional
image (ToF sensors, time-of-flight cameras, ToF
cameras, depth cameras) to be used to measure
distance, recognize gestures and faces, develop 3D
object models, proximity sensor and for other pur-
poses [8, 9, 10].

The depth sensor (ToF-camera) is based on mea-
suring the propagation time of a light pulse from
an infrared laser to a reflective obstacle and back
to a detector in the form of an IR camera (Fig. 5).
The IR laser (2) of the depth sensor (1) generates the

Puc. 10. Onmuueckas cxema mMmo0eauposaHus 06HaApy>KeHus
ckpbimoli kamepei (1) 30 Aucmon YepHol 6ymazu (2) ¢ nomo-
Wbt damyuKa 2aybuHbl cmapmaoHa (3), nepemeliaenozo
N0 YKA3aHHbIM cCmpeakam
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SKCNEPUMEHTAJ/IbHOE ONMPEAEJIEHUE
TEXHUYECKUX BO3MOXXHOCTEWN
OATYUKA TTTYBUHbI CMAPT®OHA
SAMSUNG GALAXY S 20+

B 3amauy 3KCIEepHMEHTa BXOAHIO, C IIOMOIIBIO
KaMepbl C JATYUKOM INy6uHBI cMapTdoHa, oIpe-
IelleHHe TeXHUYeCKUX IIapaMeTpoB oOHapysKeHUSs
MOJIe/IbHOM CKPBITOM BH/I€OKaMephl, TAKUX KaK OITH-
MajpHOE PAcCTOSIHHUE OO0 06BeKTa U IIpefiebHOrOo
yraa HabMofeH s, TP KOTOPBIX OIITHYeCKHe OIHKU
Habmroganuce Haubosee OTYETIIHBO.

OnrTHyecKkasi cXxemMa 3KCIIEPUMEHTAIbHBIX HCCIe[0-
BaHUM IIpe/icTaBleHa pHuC. 10. Mogenb 06beKTa CKpbI-
ToX Kamepsl (1) Ha poHe YepHOTro 3KpaHa (2) pa3Melna-
JIach Ha HEKOTOPOM PaCCTOSHHU | HAIIPOTHUB KaMepsl
cmaptooHa (3) U GOUKCHUPOBATUCH OMHUKU ONTHUKHU.
CmaptdoH mpubIMKaNCcs Ha MUHHUMAIBHOE PACCTOS-
HHe K 00BeKTy U 3aTeM YAAJISICS [0 IIOTHOIO HCUes-
HOBeHHUsI OJTMKOB Ha PacCTOSHHHU l,,.. B pesynbrare
3KCIIepuMeHTa QUKCHPOBaJaCh MaKCHUMaJbHOE pac-
crosiHue |, HabTIOmEeHHS CKPBITOE KaMepHl 110 67IHKY
IIPH HOPMAJIBHON PACIIONIOKeHHUH CMapTdoHa. [laee

Puc. 1. Pe3yabmamsl Habato0eHusi Mo0eAbH020 065~
ekma Ha paccmosHuu 40 cm 06bluHol Kamepoli (ceepxy)
u ToF-kamepoli cmapmeoHa (cHu3y)
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modulated optical radiation directed at the object
under study being synchronized with the IR cam-
era operation process (3). The optical radiation (4,
5) reflected from various objects (6, 7, 8) is recorded
by an IR camera with a time delay. The duration of
exposure to the laser radiation is several nanosec-
onds that makes it possible to record the phase shift
of reflected radiation with the millimetric accuracy.
When processing the delay time (time of flight),
a 3D image of the probed space is generated by
isolating the areas with the same delay time to be
highlighted in brightness and color. Various shades
of red light are usually used: the closer areas are
brighter, and the more distant ones are dimmer.

The 3D image generation by the depth sensor
camera depends on the IR laser intensity and the IR
camera sensitivity; the higher the radiation inten-
sity, the greater the reflected signal intensity and
the less error of the distance to be determined. As
the distance of the object under study is increased,
intensity of the reflected IR radiation decreases
leading to the enhanced measurement error. On
the other part, as the distance to the object is
decreased, the time of flight is reduced and the
distance measurement error is also increased. Con-
sequently, each depth sensor has its own region of
space in terms of a distance at which it operates
most efficiently.

The efficiency of a response generation from
objects in the form of holes with a small reflec-
tive diameter and shallow depth, such as a covert
camera with a pinhole lens, depends on the field of
view (viewing angle) of the hole (lens). Only when
the laser radiation enters the field of view of the
lens, the response is formed that imposes another
limitation for observing such objects, namely the
viewing angle of the observed covert camera hole
and the source of laser radiation. Displacement
of the depth sensor along the surface under study
must be within the viewing angles of the lens and
laser.

Any proposals for using a depth sensor to detect
a covert camera are given in some papers [10]. In
particular, it is proposed to develop software for
installation on a smartphone with a depth sensor to
detect any images obtained from the small holes in
the form of flares, i. e. significant small reflections,
clearly visible against a generally uniform back-
ground. Such papers do not discuss connection with
the technical parameters of a smartphone, so our
paper focuses on capabilities of the smartphone’s
depth sensor and possible practical inspection of
premises for the availability of covert cameras.
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KaMepa pasMellasach Ha PacCTOSHUHU I, /2 B moso-
BMHY MaKCHMQJIbHOHU IJIS ONTHMAJIBHOrO Habiio-
meHHsl 6TMKOB, M Ha 3TOM PACCTOSHUH CMapTHoH
IepeMela/ics IMapaje/lbHO 3KPaHy Ha pPacCTOSHHe
Iplus» KOTAA OJIMKU [IPEKPALIAIHCH, [10 KOTOPEIM OIIpe-
IessiyIcsl YTonl ¢ 0630pa KamMepel. Bce pe3ynbTaThl JOKY-
MeHTHPOBATIKCh PoTorpadprupoBaHHEM MOJEIBHOIO
00beKTa Ha 3KCIIEPUMEHTAIbHO OIlpele/leHHbIX pac-
CTOSIHUSIX OOBIYHOM KaMepoil M ToF-KaMepor CMapT-
doHa ¢ BU3yanusanmen npuiokenrueM ToF Viewer.

B Hauase 3krcriepuMeHTa 6BUIO BBIGpAaHO paccTosi-
HHe, KoTopoe cocTaBu/Io 40 cM (puc. 11), Korga mpu
HOPMaJIbHOM PacIIONIOKeHUH CMapTdoHA Ha 0OBIU-
HOM KaMepe OIITHKAa CKPBITOM KaMephbl ITpaKTHue-
CKH He Habmmozanace, a Ha ToF-Kamepe Habmromanace
oTueTnBO. Ha ¢oTorpadusix ToF-Kameprl Habmoma-
IOTCSL He TOJIBKO IIpsiMble 61KKM, HO U 61uku, ¢op-
MUpYyeMble IIPU OTPaskeHUU OT CTO/1a, YTO YCJIOKHSET
3afja4y BbIIE/NeHUs HHOOPMATHUBHBIX OIHKOB KOM-
IIbIOTePAMH METOJAMHU.

B cnenyromem skcriepuMeHTe (puc. 12) mMccnenoBa-
HUS IPOBOJM/IHCh Ha PACCTOSIHUM 85 CM, KOI/Ia 00BIU-
Hasi Kamepa He I103BOJISUIA YBUAETH OJIMKU OT CKPBITOM
OIITHKH, a ToF-kaMepa ¢opMHUpoBajia BIIOJIHE PA3JIH-
yrMoe K3obpaxkeHHe. Takke, Kak BUIHO Ha dpoTorpa-
dusix, DOMONHUTeNbHble OJIMKH, CBSI3aHHBIE C OTpa-

Puc. 12. Pe3yabmamebl HabA0OeHUst MOOenbH020 06BeKma
Ha paccmosiHuu 85 cm 06biuHoll Kamepoli (ceepxy) u ToF-
kamepoli cmapmaoHa (cHu3y)
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PRACTICAL SIMULATION OF VIDEO
CAMERA DETECTION USING

A SMARTPHONE'S DEPTH SENSOR

The practical studies of detecting covert video cam-
eras were performed using a Samsung Galaxy S 20+
smartphone with a built-in DeethVision ToF-camera
(Fig. 4) [11]. The depth sensor operates in the ambi-
ent imaging mode using the open source ToF Viewer
Android application [12]. It shows the resulting
video image on the smartphone display in real time.
The DeethVision camera functions in the invisible
IR range with its own source that accounts for the
maximum sensitivity of the silicon CCD matrix. The
generated depth map is perfectly visible in absolute
darkness.

The practical studies consisted of demonstra-
tion of the possible camera detection by the flare
of optics, determination of technical specifica-
tions of the depth sensor of a given smartphone,
for which a convert video camera model was
prepared. On the basis of experimental studies
performed, several proposals were made for prac-
tical implementation of the covert CCTV detection
process.

DEMONSTRATION OF THE ABILITY

TO DETECT VIDEO CAMERAS USING

A SMARTPHONE'S DEPTH SENSOR
Verification of the possible camera detection using
a smartphone’s depth sensor was carried out by
scanning of the external web camera (Fig. 6) and
a laptop web camera (Fig. 7). The photographs
given were taken with a conventional camera
(on the left) and a camera with a depth sensor
(on the right) at a normal location at various
distances (farther and closer). As one can see
from the photographs in normal light, even when
placed closely, it is not possible to distinguish
the webcam lens of both the external and built-
in laptop cameras. It is possible to determine the
camera existence by the light-colored rings around
the lens entrance hole typical for the web cameras.
These differences are more clearly visible during
the eyeball inspection when the viewing angle is
changed. When approaching the external web-
cam, it is possible to distinguish the pinhole lens.
When using a camera with a depth sensor, the
pinhole lens is clearly visible when viewed closely
and is difficult to see when moving away from
the object. Thus, it is possible to confirm a covert
video camera detection process based on the flares
from a pinhole lens using a camera with a depth
sensor.
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SKEHHUSIMH OT BCIIOMOTaTe/bHBIX II0OBEPXHOCTel, He
Hab/II0a0TCsl, TaK Kak MOOOUYHbBIe OTpaskeHHBIE CBe-
ToBbIe TOTOKHK MK ja3epa He ITOIIafaloT B I10j1e 3peHUS
CKPBITOM KaMephl U He GOpPMHUPYIOT AONOTHUTE/IbHEIE
61MKH KaK B IpefblAylieM SKCIepuMeHTe (puc. 11).
Y>ke M3 3TOro SKCIepHMeHTa MOXKHO OLIeHHUTb IIpe-
IeNbHBIN yron (mopsiaka 15° x 2) 1osist 3peHuUsT MOJellb-
HOM CKPBITOM KaMepbl KaK apKTaHTeHC OTHOLIeHHUS
BBICOTHI HaJ CTOJIOM O/IMKa U IMaMeTpy CTOJa.

YnaneHue Ha paccTosiHue 120 cm HabnopeHue 61U~
KOB ellle BO3MOKHO, HO IIPH YAQJIEHUH Ha PacCTOSHHE
bonee 140 cM cMapTdoHa OT MOAETBHOro obBeKTa
IIPUBOAUT K IIONIHOM IIOTepH HabmiomeHHs: 6GIHKOB
K c nomompio ToF-Kamepsl (puc. 13). Takum obpa-
30M, pe3y/IbTaTaMM 3KCIIePHMEHTA SIBJILeTCsl TO, YTO
HabmiofneHre 6MKOB IpeKpalaeTcsi Ha PacCTOSTHUU
lnax =140 cm. CrenyIomME MIAT UCCIeS0BAaHUM — OIIpe-
JelleHHe yI/Ia M0/l 3peHHs] KaMepbl IIPOBOAMIICS Ha
paccTosiHUU 70 CM OT 00beKTa U IIPU IapasUleIbHOM
IepeMellleHHUH CMapTGOoHA OTHOCHTEIbHO 3KpaHa.
B pesynbpTaTe M3MepeHUM ObUIH ITOATBEPKIAEHBI IOy~
YeHHBIe OLIeHKH IIpele/bHOrO yIJa IOAS 3peHHUS
(puc. 12) B 152 rpazycos.

SKCNEPUMEHTAJIbHOE CPABHEHUE
TEXHUYECKMX BO3MOXXHOCTEW
OATYUKA TITYBUHbI CMAPT®OHA
SAMSUNG GALAXY S 20+ N AETEKTOP
NMPOCNYLWLWKUN PROTECT K-185

Kak 0TMe4asoch BblIlle JI7Is [TI0KMCKa CKPBITOM ONTUKH,
MOKeT 6BITh HCII0/IB30BaH AeTeKTop K-18, B KoTopom
eCTb BUJMMBIU KPAaCHBIM MUCTOYHUK CBeTa U KPaCHBIM

Puc. 13. Pe3yabmamei Ha6AdeHUst M0deAbH020 06BeKMa Ha
npedeAbHom paccmosHuu 120 cm 06bi4Hol kamepoli (cresa)
u ToF-kamepoli cmapmeoHa (cnpaea)
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TEST MODEL OF A COVERT VIDEO CAMERA
A WI-FI camera was used as a control video cam-
era simulating the covert video surveillance system
(Fig. 8). In order to increase the external covertness
attributes by reducing the physical dimensions, the
optical unit (lens with a CCD matrix in the housing)
was removed from the camera. This activity reduced
the camera dimensions while completely disrupt-
ing its functionality. The physical parameters of the
optical unit were determined by the hole size for the
input optics that was about 3 mm, with a total diam-
eter of the cylindrical part of the camera optical unit
of 20 mm and a thickness of 24 mm.

The camera was camouflaged to match the exter-
nal background using a black sheet of paper, where
a hole was made for the lens (Fig. 9). The black paper
background faded with the camera’s black color that
simulated the camera placement secrecy. During the
simulation process, the task of preserving the shoot-
ing functions and completely concealing the camera
placement was not set, i.e. only the conditional
simulation of functioning and placement of a covert
video camera was provided.

All subsequent experimental studies were per-
formed with the described simulated covert camera
in the form of a lens inserted into a hole in a black
sheet of paper (Fig. 8 and Fig. 9).

EXPERIMENTAL DETERMINATION OF
TECHNICAL CAPABILITIES OF THE DEPTH
SENSOR IN A SAMSUNG GALAXY S 20+
SMARTPHONE

The test objective was to determine the technical
parameters for a simulated covert video camera
detection using a camera with a smartphone depth
sensor, such as the optimal distance to the object
and the maximum viewing angle at which optical
flare was observed most clearly.

The optical circuit of the experimental studies
is shown in Fig. 10. The covert camera model (1)
against the black screen (2) was placed at a certain
distance | opposite to the smartphone camera (3)
and the optical flare was recorded. The smartphone
approached the object at a minimum distance and
then moved away until the flare disappeared com-
pletely at a distance I,,. As a result of this test, the
maximum observation distance I, of a covert cam-
era based on the flare was recorded with the smart-
phone in normal position. Further, the camera was
placed at a distance I, /2 being half the maximum
value for optimal observation of flares. At this dis-
tance, the smartphone moved parallel to the screen

at a distance l,,,, when the flares discontinued
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Puc. 14. CpasHeHue HabAdeHust ModenbHOU cKpbimol kamepbl dam4ukom K-18
(pomozpaus caesa) u ToF kamepoli (pomozpadus cnpasa) Ha paccmosiHuu 45 cm

according to which the camera
viewing angle ¢t was determined.
All results were documented by
photographing a model at exper-
imentally determined distances
with a conventional camera and
a smartphone ToF-camera with
visualization using the ToF Viewer
application.

At the beginning of the exper-
iment, a distance was selected
equal to 40 cm (Fig. 11). With
the normal smartphone position
and a conventional camera, the

ONTHYEeCKUH QUIIBTP AJIs HabMI0AeHUS OTPasKeHHOT0
KPaCHOTO CBeTa Yepes OKyJIsp.

CpaBHeHHe BO3MOXKHOCTell ToF KamMepsl U [aT-
yuka K18 B obHapyKeHHe OIHKOB ONTHKHU 06BeK-
THBA IIOKAa3bIBAeT ITPeHMYINecTBa IIepBoro B obcie-
LOBaHHe IIOMeILIeHHUH Ha HaJIM4He CKPBITOM KaMepbl
mo 61MKaM ONTHUKH. Pe3ynbpTaTel 3KCIIEpPUMeH-
Ta/IbHOI'O0 CpaBHEHHS JAaTYMKOB IIpeACTaBleHbl Ha
puc. 14 u puc. 15. Kak BuaHO U3 dororpaduil 61uKu
peructpupyeMbie JaTYMKOM K-18 3HAUMTE/NBHO Cla-
6ee, yem ToF KaMepel. B 3KcIeprMeHTe IO CpaB-
HeHHUIO (puc. 14 u puc. 15), dopMmupyemoe HgaT4uu-
KoM K-18 m3obpaskeHHe GUKCHPOBANIOCH KaMepou
camoro cMapTdoHa, KOTopasi caMa IpUbIKsKaeT 06b-
eKT U obsamaeT 6osiee BBICOKOM UyBCTBUTEIbHOCTBIO
K KpacHOMY CBeTy, 4eM IJia3 4ejioBeKa. B peaynbHO-

covert camera optics were almost

not observed. However, the ToF-
camera provided its clear observation. The photo-
graphs made by the ToF-camera show not only the
direct flares, but also the flares obtained when
reflected from the table that complicates the task of
identifying informative flares using the computer
methods.

During the next experiment (Fig. 12), the stud-
ies were performed at a distance of 85 cm, when
a conventional camera did not allow flares from the
covert optics to be seen, and the ToF-camera gener-
ated a completely visible image. Moreover, as can be
seen in the photographs, additional flares related
to the reflections from auxiliary surfaces are not
observed, since the side reflected light fluxes of the
IR laser do not fall into the field of view of the covert
camera and do not generate additional flares as in

the previous experiment (Fig. 11).
Based on this experiment, it is

Puc. 15. CpasHeHue HabAdeHUs ModenbHOU cKpbimoll kamepbl damyukom K-18
(pomozpagus cresa) u ToF kamepoli (pomozpadus cnpaga) Ha paccmosiHuu
125 cm

possible to estimate the limiting
angle (about 15°x2) of the view-
ing field of a model covert cam-
era as the arctangent of the flare
height above the table and the
table diameter.

When moving at a distance of
120 cm, it is still possible to observe
the flares, but when the smart-
phone is removed at a distance of
more than 140 cm from the model,
it leads to a complete loss of flare
observation using the ToF-camera
(Fig. 13). Thus, the test results
confirm that the observation of
flares is stopped at a distance
lmax =140 cm. The next stage of the
research, namely determination
of the camera’s field of view angle,

650 POTOHUKA TOM 17 N2 8 2023



RRRRRR RN RN R RN N R R R RN AR R R NN NN RN RN NN R AR RN RN
OPTICAL ELECTRONIC SYSTEMS & COMPLEXES
RRRRRR RN RN R RN N R R R RN AR R R NN NN RN RN NN R AR RN RN

cTH, HabaogeHHe HeobX0AUMO IIPOU3BOJUTD TOIBKO
r71a30M 4epe3 o6beKTHUB, UTO elle YCIOXKHSET MpoLie-
Oypy IOMCKa.

PE3YJ/IbTATbl UCCNIEAOBAHUMN

M NPEANOXXEHWNSA MO OBHAPYXXEHWUIO
CKPbITbIX BUAEOKAMEP

IIpoBefleHHble IIpakKTHYeCKHe HCCIeJOBaHHUSA
Y [TOJIyYeHHbIe Pe3y/IbTaThl II03BOJISOT IIPeAJIOKUTh
IJ151 3aLIMTHL JIMYHOIO IIPOCTPAHCTBA YeJ0BeKa Tex-
HOJIOTHIO U METONUKY IpOBeleHHUs ob6CiemoBaHUI
[IOMellleHUH, BblFeIeHHbIX IIPOCTPAHCTB Ha IIpef-
MeT HJIMYMS TeXHHYeCKUX CPe[CTB CPLITOrO BHJe-
oHabnwogeHuss. CMapTOH C AATUYUKOM IT1yOHHBEI
MOXHO IIpeJJIOKHTh HMCIIONb30BaTh [I/ad Ipodec-
CHOHA/BHOM 3alIUTH BH3yaJbHONM HHPOpMALHUHU
IIpU YAYYIIeHHUM ero XapaKTepPUCTHK. DPPexTHB-
HOCTb 06HApy’KeHHUS OIITHUKU CKPBITBIX BHUIEOKAMEP
MOXKeT OBITh IIOBBbIIIEHA IyTeM yBeJH4YeHHUS MOII-
HOCTHM M KOIePeHTHOCTH (MOHOXPOMHOCTH) H3Iy-
4JeHHs] UHPPAKPACHOTO Jla3epa 3aCBeTKH, KOTOpoe
IIpUBeJeT K yBeJIHYEeHHIO AAIBHOCTH OOHapyKe-
HHUS KaMep, BCIeACTBHe Oojiee BBICOKOM OTpasKae-
MOM MOILHOCTH, ¥ TOUYHOCTH H3MepeHHs Pa3HOCTU
[IPOXOAMMBEIX PacCTOSIHHUI JIa3epHBIM H3/lydeHHeM,
BCIe[CTBHEe HCIIONAb30BaHUSA (a30BBIX MeTOLOB
r3MepeHHs. Ha mpakTHKe [/1s BbISIBIeHHUS 61HKOB
ONITHKHU KaMep OojiblIoe 3HAUEeHHE UMeeT KaueCTBO
[13C-MaTpHULBl U SUCIIIess cMapTdoHa (pa3pelieHue,
SPKOCTb, KOHTPAacTHOCTb). OTMedeHHBle PeKOMEH-
JAIMK MOTYT 3HAa4YHUTe/JbHO IIOBBICUTb 3)PeKTHB-
HOCTb OOHapyskeHHUsl NPodeCcCHOHATbHBIX CKPBITBIX
BH/leOKaMep C MaJILIM BXOLHBIM OTBepCTHeM (IHH-
X0/I0M) OOBEKTHBA, KOTOPHIEI MOXKeT OBITH MeHee
1 MM, 4TO co3JaeT MaJble MHTEHCHBHOCTH OTpa-
>KeHHOTO U3/1y4eHUsI.

IlIo pesynbTaTaM IIpOBeleHHBIX HCCAef0BaHHUI
MO>KHO BBIIE/INTh HeobXoAMBlIe YCTI0BHS 0bciemoBa-
HUH [715 [I0KCKa BHUIeOKaMep:

s HajgW4YHe CMapTPOHA C AATUYUKOM II1yOHHBI
M IIPOrPpaMMHBIM obecriedeHHeM I10 BH3yaJIH-
3allUH;

+ ampobauus paboThl AAaTYHUKA A1 obHapyxke-
HUS KaMep I10 61KMKaM Ha OCHOBE MMEIOIIHXCS
B HaJIM4YMH, TaKHX KaK Beb-KaMmepa HOyTOyKa
WM JPYIHX KaMep;

* ONBIT IIOJIYy4YeHHS IIPOCTEHIIHNX
B 06Hapy>KeHUU;

+ ompeneneHHe MIapaMeTPoB JAaTUHUKA A obHa-
PY’KeHHUS CKPBITON ONTHKH.

Ha ocHOBaHMHU TakuxX TpebOBaHHI MOXKHO IIpe-

JIOKUTh HECKOJIBKO METOAMK 06CIeOBaHHUH IIOMe-
IleHUU B PeaibHbIX YCIOBUSIX.

HaBBIKOB

=

was carried out at a distance of 70 cm from the object
with parallel movement of the smartphone relative to
the screen. As a result of measurements, the obtained
estimates of the field of view limiting angle (Fig.
12) of 15x2 degrees were confirmed.

EXPERIMENTAL COMPARISON OF
TECHNICAL CAPABILITIES OF THE DEPTH
SENSOR IN A SAMSUNG GALAXY S

20+ SMARTPHONE AND WIRETAPPING
DETECTOR PROTECT K-18S

As it has been noted above, to search for covert
optics, the K-18 detector can be used. It has a visible
red light source and a red optical filter to observe the
reflected red light through the eyepiece.

A comparison of capabilities of the ToF-camera
and the K18 sensor in detecting the lens flares dem-
onstrates the advantages of the first method when
inspecting the rooms for the covert camera availabil-
ity using the lens flares. The results of experimental
comparison of the sensors are given in Fig. 14 and
fig. 15. As it can be seen from the photographs, the
flares recorded by the K-18 sensor are much weaker
than provided by the ToF-camera. In the comparison
experiment (Fig. 14 and Fig. 15), the image gener-
ated by the K-18 sensor was recorded by the smart-
phone camera that approximated the object and had
a higher sensitivity to red light than the human eye.
In reality, observation must be performed only with
the eye through the lens that further complicates
the search procedure.

STUDY RESULTS AND PROPOSALS FOR

DETECTING COVERT VIDEO CAMERAS

The practical studies performed and the results
obtained make it possible to propose the technology
and method for conducting inspections of premises
and confidence rooms for the availability of covert
CCTV systems in order to protect the personal pri-
vate space. A smartphone with a depth sensor can
be used to professionally protect visual information
while improving its performance. The detection effi-
ciency of the convert video cameras can be enhanced
by increasing power and coherence (monochrome)
of the infrared laser radiation that will lead to an
increase in the detection range of cameras, due to the
higher reflected power, and measurement accuracy
of the difference in distances traveled by the laser
radiation as a result of phase measurement meth-
ods. In practice, to detect any flares from the cam-
era optics, the CCD matrix and smartphone display
quality (resolution, brightness, contrast) is of great
importance. The given recommendations can sig-
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A. METOAUKA OBC/IEAOBAHUA
NOMELLEHUSA (B TOM HACIE
M BbIAEJIEHHbIX) C MOMOLLbIO
CMAPT®OHA C AATYNKOM ITNTYBUHDI
MO OBHAPYX>XXEHWMIO CKPbITbIX
BUOAEOKAMEP
1. HacTporka/moaroroska/Kanubposka. Hcrosns-
3ysl STaJIOHHBIe BHJIEOKaMepbl M3 HMEIOIIHXCS
B Ha/JIMYMM HACTPOUTh CMApTPOH C JATUYHUKOM
r1yOUHBL IO MX OOHApPYKeHHIO - OIpelenTuTh
B/, O/IMKOB, OIIpeleIUTh MaKCUMAJIBHYIO JTHHY
HabmofeHud I, U paccrostuue Ly,

. [IpoBecTu ob6cnenoBaHUe CTeH IIOMeIIeHUS
C 3aMMChI0 M300paskeHHUs], PACIIONOXKHB KaMepy
cMapTdOHA Ha OIITUMATBHOM PaCcCTOSHUHU I, /2
M JBHUras C IIOKAYMBAaHUSMH IIapalIe/IbHO
CTeHe;

. BusyansHo ompefensieM IpobieMHBIe MecTa
C Iofo3peHHeM Ha HaJH4yMe BHeOKaMep II0
MOSIB/ISIIOIIMMCS 61HKaM;

4. BBIBeCTH BH/I€03aIMCh Ha 60/BIIONM 3KpaH
MOHMTOPA B 3aMe/JICHHOM PeXHMe — I0BTOPHO
BU3ya/JIbHO OIlpefenseM IpobieMHble MecTa
C Iojo3peHHeM Ha HaJH4yMhe BHUAeOKaMep II0
MOSIB/ISIIOIIMMCS 6THKaM;

5. OTAenbHO MCCIefoBaTh IIpobeMHble MecTa Ha
6oree 6IM3KOM PACCTOSIHUM C MeJJIeHHBIM IIepe-
MelleHHeM BUeoOKaMephbl CMapTdoHa;

6. CmenaTh BBIBOABI O HAJIMYMH CKPBITHIX BHEOKA-
Mep.

B kauecTBe pa3sBUTHS MeTOLUKHU 0bOC/IelOBaHHUII,
Korja obcmefylomuM IOMelleHHe He HMeeT Cylle-
CTBEHHOTO OIIBITA H/IH He obnazaeT GpU3HUECKUMHU
OAHHBIMH 7151 3GPeKTHBHOro 0b6c/1e[0BaHUs, TaKoro,
HarpuMep, Kak IIJIoXOe 3peHMsI, HeBHUMATeIbHOCTb
U Opyrue, Ansi obCeloBaHHS OH MOXKeT IIPHUBIIEYb
yAa/IeHHbIX [IOMOLIHHUKOB U IIPOBECTH 0OCIe0BaHUe
B OHJIAMH PeXHMe HCII0Nb3ysi KOMMYHHKAlHOHHbIE
BO3MOXKHOCTH CMapTPoHa. B 3ToM c/yyae MeTOAMKA
M3MEHUTCSI IIPH COXPAaHEHHUM BCeX OCHOBHBIX ITPHH-
I[UIIOB, HO MOKeT OBITh IIOBBIINIEHA 3PpEKTHBHOCTH
1 CKOPOCTb ITpoIiecca.

N

w

B. METOAUKA OBCJ/IEAOBAHUA
NMOMELWLEHUNA C MOMOLWbIO
CMAPT®OHA C AJATYUNKOM TTYBUHDI
MO OBHAPYX>XXEHWUIO CKPbITbIX
BUAEOKAMEP B OHJIAVH PEXXUME
CNMOMOLWHUKOM

1. IIoArOTOBHUTb CMapTPOH K MpoBeldeHHIO 0bHa-
PYKeHHIO BHJeOKaMep C MOMOUIBI JaT4HKa
r1y6HHBI Ha IIPUMepe BBIIIe ITPeACTaBIeHHBIX
IIpel/IOKeHUH ;
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nificantly increase the detection efficiency of profes-
sional covert video cameras with a small input hole
(pinhole) of the lens that can be less than 1 mm while
developing low intensities of reflected radiation.
Based on the research results, it is possible to
identify the necessary inspection conditions for
searching for video cameras:
« availability of a smartphone with a depth sen-
sor and visualization software;
 practical evaluation of the sensor to detect cam-
eras by the flares based on the available ones,
such as a laptop webcam or other cameras;
« experience in obtaining the basic detection
skills;
« determination of sensor parameters for detect-
ing the covert optics.
Based on these requirements, several real time
room inspection methods can be proposed.

A. ROOM INSPECTION METHOD
(INCLUDING CONFIDENCE ROOMS)
USING A SMARTPHONE WITH A DEPTH
SENSOR TO DETECT COVERT VIDEO
CAMERAS

1. Setup/preparation/calibration. While using
standard available video cameras, configure
a smartphone with a depth sensor for detec-
tion: determine the type of flares, establish the
maximum observation length I ., and distance
l luss

2. Cponduct an inspection of the room walls with
image recording, placing the smartphone cam-
era at the optimal distance I,,,/2 and moving it
with swinging parallel to the wall;

3. Visually identify the hotspots suspected for the
availability of video cameras based on the flares
occurred;

4. Display the video recording on a large moni-
tor screen in the slow-motion mode: visually
re-identify the hotspots suspected for the avail-
ability of video cameras based on the flares
occurred;

5. Separately examine the hotspots at a closer dis-
tance with slow movement of the smartphone’s
video camera;

6. Draw conclusions about the availability of
covert video cameras.

When the person examining the premises does not
have significant experience or does not have the phys-
ical capabilities for an effective survey, such as, for
example, poor vision, poor attention to details, etc.,
he can involve any remote assistants in the examina-
tion or conduct the examination in the online mode
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2. YCTaHOBUTb OHJIAMH CBSI3b C YAaJIeHHBIM
IIOMOIIHHUKOM [JIsl IIepeadyl BHUIeoH300pake-
HUS Ha YAUIeHHBIH O0/IBIION MOHHUTOP B Peasib-
HOM BpeMeHH;

3. IIpoBOOUTE MOHUTOPHUHT IIOMEIIEHUS C I10CTO-
SIHHOM T'0JIOCOBOM CBS3BIO C IIOMOIITHHKOM.

B snydmeMm ciydae MOMOUIHHUK IIpeACTaBIsieT
cobo¥1 crlenMaaKCcTa UK KCIepTa B obracTtu obHa-
PY’KeHHUsI CKPBITBIX KaMep, KOTOPBIM HAaXOLHUTCSI Ha
PACCTOSIHUH M OCYIIEeCTBsSeT MOANePXKKY KU KOH-
CyJIbTallMH B peXXHMe peaJbHOro BpeMeHH. OH
IIoMoOraeT IIPU IIPOBefeHU U [TPOBEPKU Ha HaIHUHe
CKPBITBIX BHJEOKaMep, aHATU3UPyeT IIPeloCTaB-
JIeHHOe BuJeou3obpakeHUe U faeT peKOMeHAAUH
[0 JAaJbHEHIIHUM JeHCTBUAM. YIaJIeHHBIH ITOMOII-
HUK 3HAYHUTENBHO II0BBIIIAET 3$PeKTUBHOCTD MIPO-
1ecca o6HApY>KeHHUsS CKPBITBIX KaMep M CHHKaeT
BEepOSITHOCTB IIPOIYCKa IIOTeHIMaNbHEIX YI'PO3, TakK
KaK OIIMPAEeTCs Ha OIBIT U 3HAHUS 3KCIIepTa B JaH-
HOM obsacTty. [lns mepenavyu BUILeOHHPOPMALIUU
M YCTAHOBJIEHUS YCTOMYHUBOTO COeTUHEHUS MOKHO
KCIIONB30BaTh pa3lHuHble IPHJIOKEHHS, TaKHe
Kak Discord nnu Skype, mo3Bonsiomue repesaBaTh
3aIIKCh 3KpaHa B OHJIANH PeXXHUMe,

B mpoiecce paboThl HCIIONB30BAIOCh IIPHIIOKE-
Hue Discord, nzobpaskeHue MOKHO YBeIHYHUTD, IS
foslee OTUETIMBOTO HCCAENOBAHUS. B 3TOM Ciydae,
67MK OTYETIHMBO BHIEH Ha OOJBIIOM 3KpaHe KOM-
IIpIOTEepa, YTO I103BOJIsSIeT C OOIBIION HoneHr Bepo-
SATHOCTH OOHapy>KHTb BHAeoKkamepy. Takxke gaH-
HBII CI10CO0 yBeJIMYKMBAeT BEPOSITHOCTh OOHAPY>KUTh
BHUJleOKaMepy, TaK Kak B ITOMCKAaX MOTYT y4aBCTBO-
BaTh HECKOJIBKO UeJIOBeK, OLUH U3 KOTOPBIX MOXKETh
OBITH OIIBITHBIM 3KCIIEPTOM.

B OHIAaWH peXHMe BO3MOXKHO HCII0JIb30BaHUE
HelpoceTeH Iyl oOHApyskeHHUsS CKPBITBIX KaMep,
4YTO CBSI3aHO C 5QeKTHBHBIM MUCIIONIb30BAHUEM
HelpoceTell musi obpaborku wu3obpaskeHun [13].
YcIemHoe KCIIONIb30BaHHE HeHNpoceTell B PacIo3-
HaBaHHU /UL, PUIHYECKHX OOBeKTOB, CHMBO-
JIOB I103BOJISeT IIPUMEHHTb JAHHYIO TeXHOJIOTHIO
B BBISIBJIEHHE CKPBITOHM ONTHUKH Io 6iukamM. Cxema
obciemoBaHUA IO3BOJASET MCKIOUYUTL YeaoBeKa
B IIOMCKE U IIPOBOAUTH ABTOMATHYECKHN aHAIHU3
B peajbHOM BPeMeHH Ha yIaJIeHHOM CepBepe IOf-
TOTOBJIEHHON Ha 60/1bpIIOM obbeMe IIPAaKTHUYeCKHX
paboT HeHpoOCeThIO, JOCTYI K KOTOPOM MOKET ObITh
IUIATHBIM. IIpeniaraeMsbll CePBUC IT03BOJISET IIepe-
HeCcTH B BBIUMC/IHTe/NbHbIE Pecypchl C OIpaHHUYeH-
HOTO B HUX MOOMJIBHOI'O YCTPOMCTBA Ha YyAaJleH-
HBIHA CcepBep, a TAKKe KOMIIEHCUPOBATh He JIy4IIKe
TeXHUUYeCKHe XapaKTePHUCTHUKH OATYHKA I[IyOHHBL
cMmapTdoHa.

using the smartphone’s communication capabilities.
In this case, the method will be changed while main-
taining all the basic principles. However, the process
efficiency and velocity can be increased.

B. ROOM INSPECTION METHOD
BY A SMARTPHONE WITH A DEPTH
SENSOR TO DETECT COVERT VIDEO
CAMERAS IN THE ONLINE MODE
WITH AN ASSISTANT

1. Prepare a smartphone for detection of video
cameras using a depth sensor by the example of
proposals from the previous methods;

2. Establish an online connection with a remote
assistant for real time transmission of video
images to a remote large monitor;

3. Monitor the premises with the constant voice
communication with an assistant.

At the best case, the assistant is a specialist or
expert in the field of covert camera detection who is
located at a distance and provides the real time sup-
port and advice. He helps during the examination
for availability of covert video cameras, analyzes the
provided video image and makes recommendations
for further actions. The remote assistant significantly
improves efficiency of the covert camera detection
process and reduces the likelihood of missing poten-
tial threats, as he relies on the experience and expert
knowledge in the given area. It is possible to use vari-
ous applications to transmit video information and
establish a stable connection, such as Discord or Skype
that allow to ensure online transmission of screen
recordings.

During the work, the Discord application was used;
the image can be enlarged for a clearer examination.
In this case, the flare is clearly visible on a large com-
puter screen that makes it possible to detect a video
camera with a high probability degree. Moreover,
this method increases the likelihood of video cam-
era detection, since several people may participate
in the search, one of whom may be an experienced
specialist.

In the online mode, it is possible to use neural net-
works to detect any covert cameras that is based on the
efficient use of neural networks for image processing
(13]. The successful application of neural networks in
recognizing any faces, physical objects, and symbols
makes it possible to use this technology to detect
covert optics using the flares. The examination pat-
tern allows to exclude a person from the search and
perform real time automatic analysis with a remote
server using a neural network prepared on the basis
of a large data amount, access to which may be paid.
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C. METOAUKA OBCJIEAOBAHUA
NMOMELWLEHUNA C MOMOLUWLbIO
CMAPT®OHA C AJATYNKOM ITNTYBUHDI
MO OBHAPYXEHWMIO CKPbITbIX
BUAEOKAMEP C MOMOLLbIO
HENPOCETEW

MeTozauKka BK/IIOYaeT B cebsi ceyolIe STallbl:

1. IIoAroTOBHTE CMAapTOH K IPOBeleHHI0 0bHapy-
SKEHHIO BH/IeOKaMep C IIOMOILIBIO AATUMKa Iy~
6UHBI Ha NIpHMepe MpelJIOKeHHUH ITpeIbIay KX
MeTOIHK;

2. Co3matb 1 0b6y4HUTb HeHpoceTb Ha COOPAaHHBIX
OAHHBIX, HCIIONb3yss TeXHHUKU MAIIHHHOIO 06y-
yeHHUs U I1ybororo obydenusi. Llenpio obyde-
HUS SBJISETCS HayYUTb HEHPOCeTh Paclio3HaBaTh
Ha/IM4He CKPBITHIX KaMep Ha H300paskeHHUsIX.

3. UHTerpupoBaTh  OOy4YeHHYI0  HeHPOCeThb
B MOOM/IBPHOe MPHJIOKEHHe MIN Beb-cepBHC,
KoTopoe 6yneT HCIIO/Nb30BaThCS sl ObHapyke-
HHUS CKPBITBIX KaMep B PeXHMe PeasibHOro Bpe-
MeHH. IIpHIOkKeHHe [O/DKHO OBITH CIIOCOGHO
06pabaThIBaTh BUEOIIOTOK C KAMEPHI CMapTdoHa
WK OPYroro yCTPOMCTBA U IlepellaBaTb ero Ha
aHa/Iu3 HeHpOCeTH.

4. Bo BpeMsl HCIIONb30BAHHUS IIPUIOKEHUS s
OOHapys>KeHHUsI CKPBITBIX KaMep HelpoceTh OyneT
aHA/IM3HPOBaTh BUJEOIOTOK, UCKaTh IIPHU3HAKU
HaJIU4H1s KaMep U OIIpeleNiITh UX MeCTOII0/I0XKe-
HUe Ha U306paskeHUH.

5. IIpu obOHapy>keHHH OINTHKHU CKPBITOM BHUIEO-
KaMepbl HeHpOoCeTblo, IIPUJIOXKEHHEe JIO0JIKHO
OIOBECTUTh I10/Ib30BaTeNsI, yKa3aB Ha obOHapy-
SKeHHYIO KaMepy M IIpefJoOCTaBUB BO3MOKHOCTb
IPUHSATh pelleHHsl (Hampumep, ¢ororpadpupo-
BaTh KaMepy, COOOLIUTH O Hel WU YAATIUTE ee).

9P deKTUBHOCTh HENPOCETH B OOHAPY>KEHHUU CKPBI-

THIX Kamep OyZeT 3aBHCeTh OT KauecTBa 0Oy4alOIIHX

IOAHHBIX K apXUTeKTYPbl CAMOM HeKrpoceTH. [IoCcTOsIH-

Hoe OOHOB/IeHMe JAaHHBIX U JONOJIHUTeIbHOe obyde-

HHe HeHpPOCeTH I103BOJIMT ITOBBICUTH JOCTOBEPHOCTb

obHapy>kKeHHsI M afAITHPOBATHCS K HOBBIM THIIAM

CKPBITBIX KaMep.

TakuMm obOpa3oM, Ha OCHOBAHHUHU IIPOBeJEeH-
HBIX IIPaKTHUYeCKUX HCCAell0BAaHUI IIPefCTaBIeHO
TPU MeTOAUKH ITOMCKAa CKPBITBIX BHAEOKaMep IIPHU
IIOMOINM AATYHMKA IAyOHMHBI cMapTdoHa. Kaskmas
MeTOfiMKa TpebyeT oOIpe/eNeHHOIO TeXHHUYeCKOro
OCHAIEHMSI W Pa3HBIX QMHAHCOBHIX 3aTpaT. B ciy-
Yyae MCII0JIb30BAHUSI TEXHONIOTUH 00paboTKU JaHHBIX
C IIOMOIIBIO HerpoceTekl TPebyIoTCsl OpraHU3aLHOHHO-
TeXHUYeCcKHe pecypchl II0 CO3LAHMIO YAAJIEHHOTO
IOCTyIa, BBIAENEHMs] OBIauHBIX pecypcoB IIo obpa-
60TKe JAHHBIX U IpaKTHUecKasi paborta 1o obyueHHI0
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The proposed service allows to transfer computational
resources from a limited mobile device to a remote
server, as well as to compensate for the poor technical
specifications of the smartphone’s depth sensor.

C. ROOM INSPECTION METHOD WITH
A SMARTPHONE WITH A DEPTH
SENSOR TO DETECT COVERT VIDEO
CAMERAS USING THE NEURAL
NETWORKS

This method provides for the following stages:

1. Prepare a smartphone for detection of video cam-
eras using a depth sensor by the example of pro-
posals from the previous methods;

2. Develop and train a neural network with the
gathered data using the machine learning and
deep learning techniques. The training aim is to
teach the neural network to recognize the avail-
ability of covert cameras in the images.

3. Integrate the trained neural network into
a mobile application or web service to be used to
detect covert cameras in real time. The applica-
tion must be able to process the video stream
from the camera of a smartphone or other device
and transmit it to the neural network for analy-
sis.

4. When using an application to detect covert cam-
eras, the neural network will analyze the video
stream, search for the signs of cameras and
determine their location in the image.

5. When the optical device of a covert video camera
is detected by a neural network, the application
must notify the user while showing the detected
camera and providing the opportunity to make
decisions (for example, take a photo of the cam-
era, make a report, or remove it).

The neural network efficiency in detecting any
covert cameras will depend on the training data qual-
ity and the neural network architecture. The constant
data update and additional training of the neural net-
work will increase the detection reliability level and
adapt to the new types of covert cameras.

Thus, based on the practical studies performed,
three search methods for covert video cameras using
a smartphone depth sensor are provided. Each
method requires certain technical equipment and
various financial costs. In the case of using data pro-
cessing technologies with the neural networks, some
organizational and technical resources are required
to provide remote access, allocate the cloud resources
for data processing, and perform practical training
work in relation to the neural network. The covert
optics detection method using the neural networks
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HellpoceTH. MeTop, 0OHapy>KeHUsI CKPBITOHM ONTHKH
HeMpOoCeTsIMU IIpefCTaB/aseTcss Haubolee mepcrex-
THUBHBIM B CHJTy OBICTPOTO Pa3sBUTHS TeXHOJIOTHI pac-
I03HaHMs 06pa30B B CHCTeMax KOMIIBIOTEPHOIO 3pe-
HHS Ha OCHOBe HeHPOCeTeH.

3AK/TIIOYEHUE

IIpoBefeHHbIe IIPAaKTHYeCKHe HCCIeJOBAaHUS 3aIUThL
JIMYHOIO IIPOCTPAHCTBA Ye/IOBeKa OT CKPBITOrO BHJe-
OHab/IoeHUs IIPU NPOBeIeHUH IPHUBATHBIX BCTped,
[IeperoBOpoB K APYTUX KOHOHUIEHIIMAJIbHBIX Mepo-
IPUSATHH IyTeM QUKCALHUU OIHMKOB OINTHUKHU C IIOMO-
IIBIO JAT4YMKa INIYOHHBI CMapTPOHA IOKA3aIH BBICO-
KyI0 3pdeKTUBHOCTb OOHAPYsKeHHS CHCTEM CKPBITOTO
BUJeoHabmomeHus. [IpocTOTa peanu3alllu Ipolie-
Oypel obclemoBaHUS IIPHU MCIIONB30BAaHUHK 061ieno-
CTYIHOTo 060pyIOBaHHS I103BOJISIET JOCTHYb Heobxo-
OVMO pe3y/bpTata 6e3 IUIIHUN 3aTpaT U YCHUIHN.
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seems to be the most promising one due to the rapid
development of pattern recognition technologies in
the computer vision systems based on the neural
networks.

CONCLUSION

Practical studies of the personal private space protec-
tion against the covert CCTV systems during the pri-
vate meetings, negotiations and other confidential
events by the optical flare recording using a smart-
phone depth sensor have demonstrated the high
efficiency of detecting covert video surveillance sys-
tems. The ease of implementation of the examina-
tion procedure using the generally available equip-
ment allows to achieve the desired result without
any unnecessary costs and efforts.
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